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Content Density Warning 

Take Notes ... Ask Questions 
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Rhetorical Question 

ÁWould you want your surgeon to practice 1990s medicine? 

 

 

 

 

 

 

 

 

 

 

 
ÁThen why are you configuring database security the way you did in the 90's? 
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Why Am I Focusing On Oracle Database Security? 

ÁBecause what OEM's talk about is products you can buy 

ÁBecause no one teaches operational security to Application Developers 

ÁBecause no one teaches operational security to System Admins 

ÁBecause no one teaches operational security to DBAs 

ÁBecause no one teaches operational security to IT Management 

ÁBecause what most organizations implement can be by-passed within minutes 

ÁWhich should be incredibly obvious given the number of systems broken into 
every day 
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Presentation Caveats 

ÁThis presentation is incomplete ... it is a subset 
of basic, built-in, free functionality extracted 
from a 5 day hand's-on class 
 

ÁLots of people enable auditing ... but 
essentially no one actually reads the audit logs 
until after something really bad has happened 

 

ÁSo auditing is almost irrelevant to security 
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ÁTo achieve a secure environment you must embrace the fact that the goal is 
not to limit access but rather it is to secure data 

ÁSecuring access is a step in the right direction but it does little to secure data 
 

 
ÁThere is always someone inside the firewall, always someone with access, but 

there is a big difference between accessing one record ... 

The Concept 

If someone had unfettered access to your entire network for a  

year but couldn't get to your data ... there would be no risk! 

... and walking away with all of the records 
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The Business Case 
Unlike much of the Oracle Database's highly targeted functionality security is a broad topic 

touching every aspect of the environment from infrastructure to configuration to tools as well  

as the human element: Processes and procedures 
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Background 

ÁWhen discussing security and auditing it is important that we understand, with 
clarity, what we must achieve 

Á Compliance with government and industry regulations 

Á Pass both internal and external audits 

Á Meet contractually agreed-to terms 

Á Protect internal proprietary data and secrets 

Á Detect and thwart activities that threaten to compromise our organization while they are in-
progress not after they happened 

Á Detect activities that threaten to compromise the organization after they have occurred so 
we can develop strategies and techniques that will prevent them in the future and to 
identify, specifically, what has been accessed and what has been compromised 

Á Auditing is NOT security and will not be covered today 



16 16 

Expanding Regulatory Requirements 

AMERICAS  

Å SarbOx 

Å HIPAA 

Å PCI 

Å FDA CFR 21 Part 11 

Å OMB Circular A-123 

Å SEC and DoD Records Retention 

Å DFARS 

Å USA  Patriot Act 

Å Gramm-Leach-Bliley Act 

Å Federal Sentencing Guidelines  

Å Foreign Corrupt Practices Act 

Å Market Instruments 52 (Canada)  

EMEA 

Å EU Privacy Directives 

Å UK Companies Law 

APAC 

Å J-SOX (Japan) 

Å CLERP 9: Audit Reform and Corporate Disclosure Act (Australia) 

Å Stock Exchange of Thailand Code on Corporate Governance 

GLOBAL 

Å International Accounting Standards 

Å Basel II (Global Banking) 

Å OECD Guidelines on Corporate Governance 
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Internal vs. External Threats 

ÁMost organizations focus on the least likely threats and ignore what has been 
historically proven to be the largest threat 

ÁThe following is quoted from "Reference for Business" on the subject of 
computer crimes 

 
 
 
 

ÁWhen organizations focus on their firewall they are focusing on what is often 
the most expensive, yet least effective, protection against data theft 

ÁPart of our job is to provide solutions that address vulnerabilities to minimize 
our customer's risk exposure 

ÁThe other part is educational ... to educate our customers, internal and 
external, on the nature of real-world threats 

As criminologist and computer-insurance executive Ron Hale indicated to Tim McCollum of Nation's Business, one of 

the most unsettling facts about computer crime is that the greatest threat to information security for small businesses 

is their employees. As McCollum noted, "a company's employees typically have access to its personal computers and 

computer networks, and often they know precisely what business information is valuable and where to find it." The 
reasons for these betrayals are many, ranging from workplace dissatisfaction to financial or family difficulties.  

http://www.referenceforbusiness.com/knowledge/Criminology.html
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Real World Threats: How Database Breaches Really Occur 

Á48% involve privilege misuse 

Á40% result from hacking 
 
 
 
 
 
 
 

Á38% utilized malware 

Á28% employed social engineering 

Á15% physical attacks 

Percentages do not add up to 100% because many breaches employed multiple tactics in parallel or were outliers 

Types of hacking by percent of breaches within Hacking and percent of records 

Used stolen login credentials                                                                                                                    38% / 86% 

Exploited backdoor or command/control channel                                                                                  29% / 5% 

SQL Injection                                                                                                                                               25% / 89% 
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Misdirected By The Media 

ÁWhat does any of this have to do with securing data? 

ÁNothing 

ÁAll of this is focused on how cyber- 
criminals get the login credentials 

ÁNot one byte relates to how, once 
credentials are stolen the data can 
be protected 
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Oracle's Solutions 

No companies products, by default, are secure. Oracle products, by default, are not secure. But Oracle's 

products contain the tools and technology you can employ that will make them secure. 
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What The Leading Oracle Expert Says 
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An Oracle Corporate View of Security 

ÁVery valuable ... but insufficient 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

ÁSecurity requires that you implement what is free too 
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Oracle Security Products 

ÁOracle provides an extensive range of security products. Some focused solely 
on the database others focused on the entire technology stack: Among them 

Á Monitoring and Blocking 

ÁDatabase Firewall 

Á Auditing and Tracking 

ÁOracle Total Recall 

Á Access Control 

ÁOracle Identity Management (OID) 

ÁOracle Database Vault 

ÁOracle Label Security 

Á Encryption and Masking 

ÁOracle Advanced Security 

ÁOracle Secure Backup 

ÁOracle Data Masking 

ÁThis presentation will focus solely on the Oracle Database with a default 
installation 
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SPARC T7 + Meta7 = x ... solve for x 

X = 'Stability + Security + Scalability' 
 

ÁWith SPARC M7 we get Security on Silicon 

Á SPARC M7 features co-processors dedicated to Oracle Database and Java processes 

Á Many database functions bypass the general pool of cores and run on dedicated  
co-processors 

Á Software in Silicon is yielding 10x improvement when the same workload is compared on 
the T5/M6 and M7 platforms 

Á Nothing needs to be done to leverage the feature ... It is automatically enabled by the 
database software when it is run on SPARC M7 processors 

Á No other vendor can do this because it is SPARC M7 specific 

Á Oracle databases running on non-Oracle servers require several times the processing 
capacity to do the same amount of work 

Á SQL queries, Encryption, Compression/Decompression all take advantage of the Software 
in Silicon features 

Á This means fewer cpu licenses to get the job done 
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SPARC T7 + Meta7 = x ... solve for x 

ÁBut let's focus on the security aspects of the M7 chipset 

Á Real-time data integrity checking to protect against pointer-related software errors and 
malware 

Á First-ever hardware-based memory protection preventing buffer overruns and memory 
allocation errors 

Á OS-level (pointer) and physical (allocated memory) integration prevents accidental or 
malicious buffer overruns or allocation errors 

ÁA pointer can not access memory which does not share a key 

ÁProtects against memory-related bugs and exploits such as Heartbleed 

ÁEliminates allocations errors that can result in OS failsafe panics 

ÁSilicon Secured Memory contains the impact of the overrun or error to just the offending process 
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Securing Access 
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Networks and Storage 
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Database Networks 

ÁEvery Oracle Database deployment may require multiple network 
connections: Here is a full listing 
 
 
 
 
 
 
 
 

ÁEvery one of these networks provides access to critical infrastructure 

ÁAnd no conversation of networking is complete without considering Firewalls  
DNS, and NTP (time) Servers 

ÁThis includes the connections from your application servers to your database 

Name Protocol Utilization 

Management TCP/IP System Admin connection to the server's light's-out management card 

Public TCP/IP Access for applications, DBAs, exports, imports, backups: No keep-alive if RAC 

SAN Storage Fibre Channel Server connection to a Storage Area Network (SAN) 

NAS Storage TCP/IP or IB Connection to an NFS or DNFS mounted storage array 

RAC Cache Fusion interconnect UDP or IB Jumbo Frames, no keep-alive, with custom configured read and write caching 

Replication TCP/IP Data Guard and GoldenGate 

Backup and Import/Export TCP/IP 
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ÁMany organizations think they are protected because they have invested a in 
a firewall 

ÁThe following example is real and came from a customer security audit 

ÁThe firewall's configuration, discovered during the audit, allowed direct access 
from the internet to the organization's database servers 

ÁThe organization's employees did not fully understand the implications of the 
rules they were writing 

Firewalls (1:2) 

ICMP Allowed from outside to Business - Data Zone  

  

set security policies from - zone UNTRUST to - zone Business - Data  policy BD - Ping match source - address any  

 

set security policies from - zone UNTRUST to - zone Business - Data  policy BD - Ping match destination - address any  

 

set security policies from - zone UNTRUST to - zone Business - Data  policy BD - Ping match application junos - ping  

 

set security policies from - zone UNTRUST to - zone Business - Data  policy BD - Ping then permit  

 

set security policies from - zone UNTRUST to - zone Business - Data  policy BD - Ping then log session - close  
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ÁThe fact that a firewall has been configured purchased and configured should 
give you no sense of comfort 

ÁHere is another firewall rule set and real comments 

ÁThe example cancels the stateful feature of the firewall and make it just like a 
switch or router with security rules (ACLs) 

ÁAll traffic is allowed both from/to the outside interface with a security level 0 

Firewalls (2:2) 

dc - fwsm- app configurations  

 

1094 access - list INBOUND - CAMPUS extended permit ip  any any  

3735 access - group INBOUND - CAMPUS in interface OUTSIDE  

1096 access - list OUTBOUND - CAMPUS extended permit ip  any any  

3736 access - group OUTBOUND- CAMPUS out interface OUTSIDE  

 

dc - fwsm- db  configurations  

   

access - list INBOUND - CAMPUS extended permit ip  any any   

access - group INBOUND - CAMPUS in interface OUTSIDE  

  

access - list OUTBOUND - CAMPUS extended permit ip  any any   

access - group OUTBOUND- CAMPUS out interface OUTSIDE  



31 31 

Database Storage 

ÁThe object is to protect the data 

ÁTo do this you must protect 

Á Data Files (both file systems and ASM) 

Á Standby Databases 

Á Archived redo logs 

Á On-site Backups 

Á Courier shipments 

Á Exports 

Á RMAN scripts 

Á Data Pump export and import scripts 

Á Shell scripts and cron jobs 

Á Replication tools such as GoldenGate, ODI, Informatica 

Á Used storage drives 

Á The entire $ORACLE_BASE file system 

Á/rdbms/admin directory 

ÁTrace files 
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Operating Environments 
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ÁVirtual machines are not more 
secure than any other 
operating environment 
Á Implement regular password 

changes as a matter of policy 
and procedure 

ÁForce password complexity 
ÁTrack the names of all persons 

with access to the password 
ÁDetermine whether ESXi 

Credentials in use and if not 
implement them 

ÁRegularly review logs that live, 
by default, in the vmdk 
hypervisor 

 

Virtual Machines (1:2) 
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ÁVirtual machines are not more 
secure than any other 
operating environment 
Á Implement regular password 

changes as a matter of policy 
and procedure 

ÁForce password complexity 
ÁTrack the names of all persons 

with access to the password 
ÁDetermine whether ESXi 

Credentials in use and if not 
implement them 

ÁRegularly review logs that live, 
by default, in the vmdk 
hypervisor 

 

Virtual Machines (2:2) 
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Operating System Configuration 

ÁAs a server boots it needs to know 
the mapping of some hostnames to  
IP addresses before DNS can be 
referenced 

ÁThe mapping is kept in the 
/etc/hosts  file 

Á In the absence of a name server, a 
network program on your system 
consults this file to determine the  
IP address that corresponds to a 
host name 

ÁBe sure that the file does not contain 
any mappings that are not essential 
... unnecessary mappings 
compromise security 

# Do not remove the following line, or various programs that require network functionality will fail. 

 ::1 localhost6.localdomain6 localhost6 

  

 192.168.17.24 orclsys1-priv1.example.com orclsys1-priv1 

 192.168.17.25 orclsys2-priv1.example.com orclsys2-priv1 

  

 #SCAN IP 

 192.0.2.16 orclsys-scan.example.com orclsys-scan 

  

 192.168.17.24 orclsys1-priv1.example.com orclsys1-priv1 

 192.168.17.25 orclsys2-priv1.example.com orclsys2-priv1 

  

 #SCAN IP 

 192.0.2.22 orclsys-scan.example.com orclsys-scan 

  

 192.168.17.24 orclsys1-priv1.example.com orclsys1-priv1 

 192.168.17.25 orclsys2-priv1.example.com orclsys2-priv1 

  

 #SCAN IP 

 192.0.2.22 orclsys-scan.example.com orclsys-scan 

  

 # Following added by OneCommand 

 127.0.0.1 localhost.localdomain localhost 

  

 # PUBLIC HOSTNAMES 

  

 # PRIVATE HOSTNAMES 

 192.168.16.24 orclsys1-priv0.example.com orclsys1-priv0 

 192.168.16.25 orclsys2-priv0.example.com orclsys2-priv0 

 192.168.17.24 orclsys1-priv1.example.com orclsys1-priv1 

 192.168.17.25 orclsys2-priv1.example.com orclsys2-priv1 

  

 # VIP HOSTNAMES 

 192.0.2.20 orclsys1-vip.example.com orclsys1-vip 

 192.0.2.21 orclsys2-vip.example.com orclsys2-vip 

  

 # NET(0-3) HOSTNAMES 

 192.0.2.18 orclsys1.example.com orclsys1 

 192.0.2.19 orclsys2.example.com orclsys2 

  

 #SCAN IP 
 192.0.2.22 orclsys-scan.example.com orclsys-scan 
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STIG (1:2) 

ÁA STIG is a Security Technical Implementation Guide produced or approved 
by the US Department of Defense 

ÁOracle has published STIGs at My Oracle Support for Exadata and ODA 

Á But the "CHECK" option can be run on any Linux server 

ÁOracle Support provides a downloadable script that can be used to check an 
ODA against STIG requirements and identify three levels of violations 

ÁWe strongly recommend running the script with the - check  option but 
recommend having your Linux System Admin correct those issues you wish to 
correct manually rather than running with the - fix  option: The "fix" may be 
more extreme than you expect 
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STIG (2:2) 
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Database Deployment 
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Net Services Security 

ÁHere's what Oracle says about Net Services aka SQL*Net 
 
 
 

ÁFor secure communications you need to consider the following parameters 
(some of which require the Advanced Security Option) 

Local listener administration is secure through local operating system authentication, which restricts listener 

administration to the user who started the listener or to the super user. By default, remote listener 

administration is disabled. 

Á NAMES.LDAP_AUTHENTICATE_BIND 

Á NAMES.LDAP_CONN_TIMEOUT 

Á NAMES.LDAP_PERSISTENT_SESSION 

Á SQLNET.ALLOWED_LOGON_VERSION_CLIENT 

Á SQLNET.ALLOWED_LOGON_VERSION_SERVER 

Á SQLNET.AUTHENTICATION_SERVICES 

Á SQLNET.CLIENT_REGISTRATION 

Á SQLNET.CRYPTO_CHECKSUM_CLIENT 

Á SQLNET.CRYPTO_CHECKSUM_SERVER 

Á SQLNET.CRYPTO_CHECKSUM_TYPES_CLIENT 

Á SQLNET.CRYPTO_CHECKSUM_TYPES_SERVER 

Á SQLNET.ENCRYPTION_CLIENT 

Á SQLNET.ENCRYPTION_SERVER 

Á SQLNET.ENCRYPTION_TYPES_CLIENT 

Á SQLNET.ENCRYPTION_TYPES_SERVER 

Á SQLNET.EXPIRE_TIME 

Á SQLNET.INBOUND_CONNECT_TIMEOUT 

Á SSL_CERT_REVOCATION 

Á SSL_CERT_FILE 

Á SSL_CERT_PATH 

Á SSL_CIPHER_SUITES 

Á SSL_EXTENDED_KEY_USAGE 

Á SSL_SERVER_DN_MATCH 

Á SSL_VERSION 

Á TCP.CONNECT_TIMEOUT 

Á WALLET_LOCATION 
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Oracle Listener Port 

ÁHave you changed the default 
port of your database from 
1521 to something else to 
thwart an attack? 

ÁNetstat can narrow down the 
choices an attack must check 
in a single command 

[oracle@gg00a dirprm ]$ netstat  - lntu  

Active Internet connections (only servers)  

Proto Recv - Q Send - Q Local Address        Foreign Address    State  

tcp         0      0 0.0.0.0:5801         0.0.0.0 :*          LISTEN  

tcp         0      0 0.0.0.0:5901         0.0.0.0 :*          LISTEN  

tcp         0      0 0.0.0.0:111          0.0.0.0 :*          LISTEN  

tcp         0      0 0.0.0.0:6001         0.0.0.0 :*          LISTEN  

tcp         0      0 0.0.0.0:56754        0.0.0.0 :*          LISTEN  

tcp         0      0 0.0.0.0:22           0.0.0.0 :*          LISTEN  

tcp         0      0 127.0.0.1:631        0.0.0.0 :*          LISTEN  

tcp         0      0 127.0.0.1:25         0.0.0.0 :*          LISTEN  

tcp         0      0 127.0.0.1:2208       0.0.0.0 :*          LISTEN  

tcp         0      0 :::47406             :::*               LISTEN  

tcp         0      0 ::: 1526              :::*               LISTEN  

tcp         0      0 :::6001              :::*               LISTEN  

tcp         0      0 :::7809              :::*               LISTEN  

udp         0      0 0.0.0.0:5353         0.0.0.0 :*  

udp         0      0 0.0.0.0:111          0.0.0.0 :*  

udp         0      0 0.0.0.0:627          0.0.0.0 :*  

udp         0      0 0.0.0.0:630          0.0.0.0 :*  

udp         0      0 0.0.0.0:631          0.0.0.0 :*  

udp         0      0 0.0.0.0:34070        0.0.0.0 :*  

udp         0      0 0.0.0.0:68           0.0.0.0 :*  

udp         0      0 0.0.0.0:45534        0.0.0.0 :*  

udp         0      0 :::5353              :::*  

udp         0      0 :::49517             :::*  

udp         0      0 ::1:63872            :::*  

udp         0      0 ::1:39693            :::*  

udp         0      0 :::59798             :::*  

udp         0      0 ::1:19812            :::*  
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DDOS Attack 

ÁA Distributed Denial of Service attack can make a database unusable by 
flooding it with connection requests 

ÁThe connection rate limiter feature in Oracle Net Listener enables a DBA to 
limit the number of new connections handled by the listener 

ÁWhen enabled, Oracle Net Listener imposes a user-specified maximum limit 
on the number of new connections handled by the listener every second. 
Depending on the configuration, the rate can be applied to a collection of 
endpoints, or to a specific endpoint 

LISTENER= 

(ADDRESS=(PROTOCOL=tcp )(HOST=)(PORT=1521)( RATE_LIMIT=yes ))  

 

LISTENER= (ADDRESS_LIST=  

  (ADDRESS=(PROTOCOL=tcp )(HOST=)(PORT=1521)( RATE_LIMIT=5 ))  

  (ADDRESS=(PROTOCOL=tcp )(HOST=)(PORT=1522)( RATE_LIMIT=10 ))  

  (ADDRESS=(PROTOCOL=tcp )(HOST=)(PORT=1523))  

)  
CONNECTION_RATE_LISTENER=10 

  LISTENER= 

    (ADDRESS_LIST= 

    (ADDRESS=(PROTOCOL=tcp )(HOST=)(PORT=1521)( RATE_LIMIT=yes ))  

    (ADDRESS=(PROTOCOL=tcp )(HOST=)(PORT=1522)( RATE_LIMIT=yes ))  

    (ADDRESS=(PROTOCOL=tcp )(HOST=)(PORT=1523)))  
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SQLNET.ALLOWED_LOGON_VERSION 

ÁSpecifies the minimum client version that is allowed to connect to the 
database 

ÁSomeone with a valid userid and password, but the wrong Oracle client 
version is prevented from making a connection 

 

Explanation Set the login version to 11. The higher setting prevents logins by older version clients 

that do not use strong authentication to pass the login credentials. 

Validation grep - i  ALLOWED_LOGIN_VERSION sqlnet.ora  

Finding Allowed logon version not configured. 

Action Set SQLNET.ALLOWED_LOGON_VERSION=11 to restrict access to version 11 

clients. 

Live Demo 
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Valid Node Checking (1:2) 

Á38% of breaches are performed with stolen credentials ... 86% of records 
stolen are from breaches with stolen credentials 

ÁTo prevent someone with a valid userid and password from gaining access 
enable Valid Node Checking in your SQLNET.ORA file 
 
 
 
 

Á "Best practice" is to hard-code in the IP addresses of 

Á Application servers 

ÁThis has the added benefit of forcing the organization to communicate with the DBA team when 
new application servers are added 

ÁIf a new app server is not added to the invited list it cannot connect to the database 

Á Reporting servers (Business Objects, Cognos, Crystal Reports, ...) 

Á Replication servers (GoldenGate, Informatica, SharePlex...) 

Á Members of the DBA team 

valid_node_checking_registration_listener =on 

 

tcp.invited_nodes =(sales.meta7.com, hr.us.mlib.com, 144.185.5.73)  

 

tcp.excluded_nodes =(blackhat.hacker.com, mktg.us.acme.com, 144.25.5.25)  



44 44 

Valid Node Checking (2:2) 

Explanation This parameter in SQLNET.ORA causes the listener to matches incoming 

connection requests to  invited and excluded node lists. A valid user-id/password 

combination is only valid if it comes in from an invited and unexcluded node. 

Validation grep - i  tcp.validnode_checking  sqlnet.ora  

Finding Valid node checking not enabled in the current PROD environment. The QA system 

contains the following: 

 
VALID_NODE_CHECKING_REGISTRATION_LISTENER_SCAN3=OFF 

VALID_NODE_CHECKING_REGISTRATION_LISTENER_SCAN2=OFF 

VALID_NODE_CHECKING_REGISTRATION_LISTENER_SCAN1=OFF 

VALID_NODE_CHECKING_REGISTRATION_LISTENER = SUBNET 

VALID_NODE_CHECKING_REGISTRATION_MGMTLSNR=SUBNET 

REGISTRATION_INVITED_NODES_LISTENER_SCAN2=() 

REGISTRATION_INVITED_NODES_LISTENER_SCAN3=() 

 

Which enables SUBNET level valid node checking but given that no lists are 

provided, see following two slides does not provide any security. 

Action Set tcp.validnode_checking =YES in 

$ORACLE_HOME/network/admin/sqlnet.ora 
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Secure Configuration 

ÁA script run as part of installation that creates a "secure configuration" 

ÁReview the script $ORACLE_HOME/rdbms /admin/secconf.sql  

 
 
 

 
Can perform the following 

Á Modifies the Default profile 

Á Creates audit policy: ORA_ACCOUNT_MGMT 

Á Creates audit policy: ORA_DATABASE_PARAMETER 

Á Creates audit policy: ORA_LOGON_FAILURES 

Á Creates audit policy: ORA_SECURECONFIG 

Á Creates audit policy: ORA_CIS_RECOMMENDATIONS 

ÁExecuted indirectly when $ORACLE_HOME/rdbms /admin/catproc.sql runs 

Rem      Secure configuration settings for the database include a reasonable  

Rem      default password profile, password complexity checks, audit settings 

Rem      (enabled, with admin actions audited), and as many revokes from PUBLIC 

Rem      as possible. In the first phase, only the default password profile is included. 
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Startup Initialization Parameters (1:3) 

ÁThere are a number of init.ora/spfile parameters that can contribute to creating 
a more secure environment 

Á O7_DICTIONARY_ACCESSIBILITY 

Á LDAP_DIRECTORY_ACCESS 

Á LDAP_DIRECTORY_SYSAUTH  

Á OS_ROLES 

Á REMOTE_LISTENER 

Á REMOTE_LOGIN_PASSWORDFILE 

Á REMOTE_OS_ROLES 

Á SEC_CASE_SENSITIVE_LOGON 

Á SEC_MAX_FAILED_LOGIN_ATTEMPTS 

Á SEC_PROTOCOL_ERROR_FURTHER_ACTION 

Á SEC_PROTOCOL_ERROR_TRACE_ACTION 

Á SEC_RETURN_SERVER_RELEASE_BANNER 

Á SQL92_SECURITY 
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O7_DICTIONARY_ACCESSIBILITY (1:2) 

ÁVersion 7 Dictionary Accessibility support 

Á  Range of values: {FALSE | TRUE} 

ÁThe default is FALSE ... monitor for changes 
 

ÁRecommendation 

Á CIS recommends the default value of FALSE 

 ALTER SYSTEM SET O7_dictionary_accessibility  = FALSE  

COMMENT='Reset to TRUE on 21 - APR- 2016'  

SID='*'  

SCOPE=BOTH; 
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O7_DICTIONARY_ACCESSIBILITY (2:2) 

Explanation Set o7_dictionary_accessibility to FALSE to prevent users with EXECUTE ANY 

PROCEDURE and SELECT ANY DICTIONARY from accessing objects in the SYS 

schema FALSE is the default. 

Note: In Oracle Applications 11.5.9 and lower, O7_DICTIONARY_ACCESSIBILITY 

must be set to TRUE. This is required for proper functioning of the application and 

Oracle does not support setting it to FALSE. In Apps 11.5.10 and higher, it should be 

set to FALSE. 

Validation SELECT value  

FROM v$parameter  

WHERE name = 'o7_dictionary_accessibility';  

Finding Set to FALSE 

Action No action required. 
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LDAP_DIRECTORY_ACCESS (1:2) 

ÁSpecifies whether Oracle refers to Oracle Internet Directory for user 
authentication information 

Á If directory access is turned on this parameter also specifies how users are 
authenticated 

ÁRange of values: {NONE | PASSWORD | SSL} 

ÁThe default is 'NONE' 
 

ÁRecommendation 

Á Alter this parameter only in accordance with installation of LDAP provisioning 

 ALTER SYSTEM SET ldap_directory_access  = NONE 

COMMENT='Reset to TRUE on 21 - APR- 2016'  

SID='*'  

SCOPE=BOTH; 
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LDAP_DIRECTORY_SYSAUTH 

ÁEnables or disables directory-based authorization for SYSDBA and SYSOPER 

ÁRange of values: {NO | YES} 

ÁThe default is 'no' 
 

ÁRecommendation 

Á Alter this parameter only in accordance with installation of LDAP provisioning 

ALTER SYSTEM SET ldap_directory_sysauth  = no  

COMMENT='Reset to no on 21 - APR- 2016'  

SID='*'  

SCOPE=SPFILE; 
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OS_AUTHENT_PREFIX 

ÁCreating a userid, in an Oracle database, that bypasses an authentication 
challenge for a password is an attack vector waiting to be used 

Explanation Set the initialization parameter os_authent_prefix  to a null string. OS roles are 

subject to control outside the database. The duties and responsibilities of DBAs and 

system administrators should be separated. It must be set to limit the external use of 

an account to an IDENTIFIED EXTERNALLY specified user. 

Validation SELECT value  

FROM v$parameter  

WHERE name = ' os_authent_prefix ';  

Finding Set to OPS$ and OPS$ externally identified user accounts have been found in the 

database. 

Action We recommend that this parameter be changed and that all externally 
authenticated user accounts be backed up and then dropped. 

 

ALTER SYSTEM SET os_authent_prefix =""  

COMMENT='Set to FALSE <date>'  

SID='*'  

SCOPE=SPFILE; 

 

The database must be restarted for this change to take effect. 
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OS_ROLES (1:2) 

ÁDetermines whether Oracle or the O/S identifies and manages the roles of 
each username 

ÁRange of values: {FALSE | TRUE} 

ÁThe default is FALSE which means that Oracle manages the roles (not the 
operating system) 
 

ÁRecommendation 

Á CIS recommends the default value of FALSE 

 
ALTER SYSTEM SET os_roles  = FALSE  

COMMENT='Reset to FALSE on 21 - APR- 2016'  

SID='*'  

SCOPE=SPFILE; 
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OS_ROLES (2:2) 

Explanation Set the initialization parameter os_roles  to FALSE. OS_ROLES allows externally 

created groups to be used to manage database roles. This can lead to misaligned or 

inherited permissions. 

Validation SELECT value  

FROM v$parameter  

WHERE name = ' os_roles ';  

Finding Set to FALSE 

Action No  action required. 
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REMOTE_LISTENER (1:2) 

ÁSpecifies whether Oracle checks for a password file 
Range of values: {NULL string | <remote_listener_mapping>} 

ÁThe default is a NULL string 
 

ÁRecommendation 

Á CIS recommends a NULL string to prevent the use of a listener on a remote server 

--  if an entry exists that needs to be deleted  

ALTER SYSTEM RESET remote_listener  

SID='*'  

SCOPE=SPFILE; 



55 55 

REMOTE_LISTENER (2:2) 

Explanation Set the initialization parameter remote_listener to a NULL string. Prevent the use of 

a listener on a remote server separate from the database instance. 

Validation SELECT value  

FROM v$parameter  

WHERE name = ' remote_listener ';  

Action ALTER SYSTEM SET remote_listener ="< rac_node >"  

COMMENT='Set to NULL <date>'  

SID='*'  

SCOPE=SPFILE; 

 

The database must be restarted for this change to take effect. 

Finding The PROD value is: 
*. remote_listener ='prod.hr - prod.nor .???.edu:1521'  

The QA value is: 
*. remote_listener =' norhr - prd - scan.???. net .???.edu:13444'  

 

If there is no compelling reason for this port to be used recommend that the port 

number be dropped below 9000 so as not to conflict with the default database port 

range of 9000 to 65,000. 



56 56 

REMOTE_LOGIN_PASSWORDFILE (1:2) 

ÁSpecifies whether Oracle checks for a password file 
Range of values: {SHARED | EXCLUSIVE | NONE} 

ÁThe default is 'EXCLUSIVE' which means the password file is not shared 
among multiple DBs 
 

ÁRecommendation 

Á CIS recommends NONE which means that privileged users must be authenticated by the 
operating system  

 ALTER SYSTEM SET remote_login_passwordfile  = NONE 

COMMENT='Set to NONE on 21 - APR- 2016'  

SID='*'  

SCOPE=SPFILE; 
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REMOTE_LOGIN_PASSWORDFILE (2:2) 

Explanation Prevents remote privileged connections to the database. This suggests that remote 

administration should be performed by remotely logging into the database server via 

a secured connection. Alternately, an administrative listener could be created, the 

remote_login_passwordfile set to exclusive, and logging of the administrative listener 

implemented. The return value should be 'NONE' . 

Validation SELECT value  

FROM v$parameter  

WHERE name = ' remote_login_passwordfile ';  

Finding VALUE 

--------------------  

EXCLUSIVE 

Action Set remote_login_passwordfile setting to none. Implement SSH or other secure shell 

method to remotely administer the Oracle server. 
 

ALTER SYSTEM SET remote_login_passwordfile  = 'NONE'  

COMMENT='Changed to NONE <date>'  

SID='*'  

SCOPE=SPFILE; 

 

The database must be restarted for this change to take effect. 
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REMOTE_OS_ROLES (1:2) 

ÁSpecifies whether operating system roles are allowed for remote clients 

ÁRange of values: {FALSE | TRUE} 

ÁThe default is FALSE which causes Oracle to identify and manage roles for 
remote clients 
 

ÁRecommendation 

Á CIS recommends the default value of FALSE 

 ALTER SYSTEM SET remote_os_roles  = TRUE 

COMMENT='Reset to TRUE on 21 - APR- 2016'  

SID='*'  

SCOPE=BOTH; 
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REMOTE_OS_ROLES (2:2) 

Explanation Set the initialization parameter remote_os_roles to FALSE. Connection spoofing 

must be prevented. The default value is FALSE. 

Validation SELECT value  

FROM v$parameter  

WHERE name = ' remote_os_roles ';  

Finding Set to FALSE 

Action No action required. 
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SEC_CASE_SENSITIVE_LOGON 

ÁSpecifies that all user passwords be stored and evaluated for case sensitivity 

ÁRange of Values: {FALSE | TRUE} 

ÁThe default is TRUE 
 

ÁRecommendation 

Á CIS recommends case sensitive passwords be enabled 

 
ALTER SYSTEM SET sec_case_sensitive_logon  = TRUE 

COMMENT='Reset to TRUE on 21 - APR- 2016'  

SID='*'  

SCOPE=BOTH; 
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SEC_MAX_FAILED_LOGIN_ATTEMPTS (1:2) 

ÁSpecifies the number of authentication attempts that can be made by a client 
on a connection to the server process 

ÁAfter the specified number of failure attempts, the connection will be 
automatically dropped by the server process 

ÁThe default is 10 which is a laughably high value 
 

ÁRecommendation 

Á CIS recommends 3 

 ALTER SYSTEM SET sec_max_failed_login_attempts  = 3  

COMMENT='Reset to TRUE on 21 - APR- 2016'  

SID='*'  

SCOPE=BOTH; 
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SEC_MAX_FAILED_LOGIN_ATTEMPTS (2:2) 

Explanation Set the maximum number of failed login attempts to be 3 or in sync with established 

password policies. This will reduce the effectiveness of a password brute force 

attack. 

Validation SELECT value  

FROM v$parameter  

WHERE name = ' sec_max_failed_login_attempts ';  

 

The return value should be TRUE 

Finding VALUE 

--------------------  

10 

Action Recommend setting to a lower number to minimize the footprint for a brute-
force attack. 

 

ALTER SYSTEM SET sec_max_failed_login_attempts  = 3  

COMMENT='Set to TRUE <date>'  

SID='*'  

SCOPE=BOTH; 

 

The database must be restarted for this change to take effect. 
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SEC_PROTOCOL_ERROR_FURTHER_ACTION (1:2) 

ÁSpecifies the further execution of a server process when receiving bad 
packets from a possibly malicious client 

ÁRange of Values: {CONTINUE | DELAY <integer> | DROP <integer>} 

ÁThe default is 'DROP, 3' in 12.1 but in earlier versions was CONTINUE 
 

ÁRecommendation 

Á CIS recommends not using CONTINUE and Oracle adopted the change in 12c 

 ALTER SYSTEM SET sec_protocol_error_trace_action  = 'DELAY'  

COMMENT='Set to DELAY on 21 - APR- 2016'  

SID='*'  

SCOPE=BOTH; 
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SEC_PROTOCOL_ERROR_FURTHER_ACTION (2:2) 

Explanation When bad packets are received from a client the server will wait the specified 

number of seconds before allowing a connection from the same client. This help 

mitigate malicious connections or DOS conditions. Set to DELAY <seconds>. 

Validation SELECT value  

FROM v$parameter  

WHERE name = ' sec_protocol_error_further_action ';  

Finding VALUE 

---------  

CONTINUE 

Action ALTER SYSTEM SET sec_protocol_error_further_action  = 'DELAY 1'  

COMMENT='Set to Delay of 1 second <date>'  

SID='*'  

SCOPE=SPFILE; 

 

The database must be restarted for this change to take effect. 
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SEC_PROTOCOL_ERROR_TRACE_ACTION (1:2) 

ÁSpecifies the action that the database should take when bad packets are 
received from a possibly malicious client 

ÁRange of Values: {NONE | TRACE | LOG | ALERT} 

ÁThe default is 'TRACE' which causes a detailed trace file is generated when 
bad packets are received, which can be used to debug any problems in 
client/server communication 
 

ÁRecommendation 

Á CIS recommends not using TRACE as detailed logging can be utilized as a DDOS attack 

 
ALTER SYSTEM SET sec_protocol_error_trace_action  = 'ALERT'  

COMMENT='Set to ALERT on 21 - APR- 2016'  

COMMENT='Set to LOG <date>'  

SID='*'  

SCOPE=BOTH; 
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SEC_PROTOCOL_ERROR_TRACE_ACTION (2:2) 

Explanation Specify the action a database should take when a bad packet is received. TRACE 

generates a detailed trace file and should only be used when debugging. ALERT or 

LOG should be used to capture the event. Use currently established procedures for 

checking console or log file data to monitor these events. 

Validation SELECT value  

FROM v$parameter  

WHERE name = ' sec_protocol_error_trace_action ';  

 

The return value should be LOG or ALERT 

Finding VALUE 

-----------  

TRACE 

Action ALTER SYSTEM SET sec_protocol_error_trace_action  = 'ALERT'  

COMMENT='Set to LOG <date>'  

SID='*'  

SCOPE=BOTH; 
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SEC_RETURN_SERVER_RELEASE_BANNER (1:2) 

ÁSpecifies whether or not the server returns complete database software 
information to clients 

ÁRange of values: {FALSE | TRUE} 

ÁThe default is FALSE 
 

ÁRecommendation 

Á The parameter no longer appears to do anything and can be ignored but keep it FALSE in 
in view of the possibility of Oracle making changes 

 ALTER SYSTEM SET sec_return_server_release_banner  = TRUE 

COMMENT='Set to TRUE on 21 - APR- 2016'  

SID='*'  

SCOPE=MEMORY; 

 

ALTER SYSTEM SET sec_return_server_release_banner  = FALSE  

COMMENT='Reset to FALSE on 21 - APR- 2016'  

SID='*'  

SCOPE=MEMORY; 



68 68 

SEC_RETURN_SERVER_RELEASE_BANNER (2:2) 

--  startup with parameter set to TRUE  

C: \ Users \ oracle> sqlplus  uwclass / uwclass@pdbdev  

 

SQL*Plus: Release 12.1.0.2.0 Production on Tue Apr 19 07:32:15 2016  

 

Copyright (c) 1982, 2014, Oracle.  All rights reserved.  

 

Last Successful login time: Tue Apr 19 2016 07:32:04 - 07:00  

 

Connected to:  

Oracle Database 12c Enterprise Edition Release 12.1.0.2.0 -  64bit Production  

With the Partitioning, OLAP, Advanced Analytics and Real Application Testing options  

--  startup with parameter set to FALSE  

C: \ Users \ oracle> sqlplus  uwclass / uwclass@pdbdev  

 

SQL*Plus: Release 12.1.0.2.0 Production on Tue Apr 19 07:37:18 2016  

 

Copyright (c) 1982, 2014, Oracle.  All rights reserved.  

 

Last Successful login time: Tue Apr 19 2016 07:32:15 - 07:00  

 

Connected to:  

Oracle Database 12c Enterprise Edition Release 12.1.0.2.0 -  64bit Production  

With the Partitioning, OLAP, Advanced Analytics and Real Application Testing options  
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SQL92_SECURITY 

ÁThe SQL standard specifies that security administrators should be able to 
require that users have SELECT privilege on a table when executing an 
UPDATE or DELETE statement that references table column values in a 
WHERE or SET clause 

ÁSQL92_SECURITY specifies whether users must have been granted the 
SELECT object privilege in order to execute such UPDATE or DELETE 
statements 

ÁRange of values: {FALSE | TRUE} 

ÁThe default is FALSE 
 

ÁRecommendation 

Á Enabling this decreases security as it grants the ability to see what is being updated or 
deleted as well as all other rows in the object(s) 
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UTL_FILE_DIR 

ÁThis parameter designates a directory path to which, without further 
permission grants, users can read and write data 

Explanation Remove the initialization parameter UTL_FILE_DIR and use Directory objects. Do 

not use the utl_file_dir parameter as the locations can be read and written to by all 

users. Specify directories using CREATE DIRECTORY which requires granting of 

privileges to each user. This function has been deprecated since version 9.2 

migration is recommended. 

Validation SELECT value  

FROM v$parameter  

WHERE name = ' utl_file_dir ';  

Finding Set in PRD and QA to: 
*. utl_file_dir ='/backup/ fileio '  

 

This parameter should be removed and a directory object created in its place. 

Action ALTER SYSTEM SET utl_file_dir =''  

COMMENT='Set to FALSE <date>'  

SID='*'  

SCOPE=SPFILE; 

 

The database must be restarted for this change to take effect. 

 

Use CREATE DIRECTORY to create corresponding directory object(s) as required. 
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Now Let's Talks About What Is Hiding In Plain Site 

Á Is your operating environment patching current? 

Á Is your database version fully supported? 

Á Is your database patching current? 
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User Creation 
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Application Access 

ÁAt major Oracle customers (unnamed due to NDA) there are two types of users 

Á human: a sentient human will user this user-id to log on 

Á mechid: an application or application server will use this user-id to log on 

ÁAll application schemas should be created with a mechid 

ÁApplication schemas should be granted the privileges required to create 
objects then 

Á Lock the schema and expire the password 

Á Audit attempts to log onto the application schema directly (not through a proxy) 

Á Revoke all SYSTEM privileges from the application schema 

SQL> ALTER USER ps  ACCOUNT LOCK; 

SQL> REVOKE create session FROM ps ;  

SQL> REVOKE create table FROM ps ;  

SQL> REVOKE create procedure FROM ps ;  

SQL> REVOKE create view FROM ps ;  

SQL> ... enable auditing  
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Proxy Users (1:3) 

ÁHere's what the Oracle docs say about proxy users: They are not wrong but 
incomplete and misleading 
 
 

 
Á The source of the above statement is the "Database JDBC Developer's Guide 

 

ÁHere's what Tom Kyte wrote ... 
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Proxy Users (2:3) 

Á ... and proxy users cannot be spoofed 
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Proxy Users (3:3) 

--  create a non - human database user  

SQL> CREATE USER mechid  

  2  IDENTIFIED BY "A1Ac9C81292FC1CF0b8A40#5F04C0A"  

  3  DEFAULT TABLESPACE uwdata  

  4  TEMPORARY TABLESPACE temp 

  5  QUOTA 100M ON uwdata ;  

 

User created.  

 

SQL> ALTER USER mechid  ACCOUNT LOCK; 

 

Grant succeeded.  

 

SQL> AUDIT CONNECT BY scott  ON BEHALF OF mechid ;  

 

Audit succeeded.  

  

--  create proxy for mechid  

SQL> ALTER USER mechid  GRANT CONNECT THROUGH scott ;  

 

User altered.  

 

SQL> SELECT * FROM sys.proxy_info $;  

 

   CLIENT#     PROXY# CREDENTIAL_TYPE#      FLAGS  

----------  ----------  ----------------  ----------  

       142        109                0          5  

SQL> conn  scott [ MECHID]/ tiger @pdbdev 

Connected.  

 

SQL> sho  user  

USER is "MECHID"  

 

SQL> SELECT sys_context ('USERENV', ' CURRENT_SCHEMA')  

  2  FROM dual;  

 

SYS_CONTEXT('USERENV','CURRENT_SCHEMA') 

----------------------------------------------------  

MECHID 

 

SQL> SELECT sys_context ('USERENV', ' CURRENT_USER')  

  2  FROM dual;  

 

SYS_CONTEXT('USERENV','CURRENT_USER')  

----------------------------------------------------  

MECHID 

 

SQL> SELECT sys_context ('USERENV', ' PROXY_USER')  

  2  FROM dual;  

 

SYS_CONTEXT('USERENV','PROXY_USER')  

----------------------------------------------------  

SCOTT 

Live Demo 
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User Authentication and Permissions 

ÁNo user should be created using the default profile ... more about profiles next 

ÁCheck for default password usage 

Á If you find default passwords being used 
either change the passwords or lock and 
expire the account 

ÁDo not use externally authenticated  
users such as OPS$ unless you can 
prove that O/S access is secure and 
will stay that way: Never with Windows 

SQL> SELECT d.con_id , d.username , u.account_status  

  2  FROM cdb_users_with_defpwd  d, cdb_users  u 

  3  WHERE d.username  = u.username  

  4  AND u.account_status  = 'OPEN'  

  5  ORDER BY 3,1, 2;  

 

    CON_ID USERNAME                  ACCOUNT_STATUS  

----------  -------------------------  ---------------  

         1 SYS                       OPEN  

         1 SYS                       OPEN  

         1 SYSTEM                    OPEN  

         1 SYSTEM                    OPEN  

         3 HR                        OPEN  

         3 OE                        OPEN  

         3 PM                        OPEN  

         3 SCOTT                     OPEN  

         3 SH                        OPEN  

         3 SYS                       OPEN  

         3 SYS                       OPEN  

         3 SYSTEM                    OPEN  

         3 SYSTEM                    OPEN  

Live Demo 
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Profiles (1:6) 

ÁHardly anyone ever creates profiles and 
Oracle's default profile is of little value 

ÁLook specifically at the security attributes 
of the profiles in use 

Á PASSWORD_LIFE_TIME 

Á PASSWORD_GRACE_TIME 

Á PASSWORD_REUSE_TIME 

Á PASSWORD_REUSE_MAX 

Á FAILED_LOGIN_ATTEMPTS 

Á PASSWORD_LOCK_TIME 

Á PASSWORD_VERIFY_FUNCTION 

SQL> SELECT UNIQUE profile, con_id  

  2  FROM cdb_profiles  

  3* ORDER BY 2,1;  

 

PROFILE                  CON_ID  

--------------------  ----------  

C##GGADMIN                    1  

DEFAULT                       1  

ORA_STIG_PROFILE              1  

C##GGADMIN                    3  

DEFAULT                       3  

GGADMIN                       3  

GG_PROFILE                    3  

ORA_STIG_PROFILE              3  
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Profiles (2:6) 

password_life_time restricts the password lifetime will help deter brute force attacks against user accounts 

and refresh passwords.  

 

password_reuse_max sets the number of different passwords that must be rotated by the user before the 

current password can be reused. This prevents users from cycling through a few common passwords and 

helps ensure the integrity and strength of user credentials. 

 

password_reuse_time sets the amount of time that must pass before a password can be reused. Creating 

a long window before password reuse helps protect from password brute force attacks and helps the 

strength and integrity of the user credential.   

 

password_lock_time specifies the amount of time in days that the account will be locked out if the 

maximum number of authentication attempts has been reached. 

 

password_grace_time specified in days the amount of time that the user is warned to change their 

password before their password expires. 
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Profiles (3:6) 

Explanation Restricting the number of login attempts will help deter brute force attacks. 

Validation SELECT profile, resource_name , limit  

FROM dba_profiles  

WHERE resource_type  = 'PASSWORD'  

ORDER BY 1,2;  

Finding PROFILE             RESOURCE_NAME             LIMIT  

-------------------  -------------------------  ----------  

DEFAULT             FAILED_LOGIN_ATTEMPTS     10  

DEFAULT             PASSWORD_GRACE_TIME       7  

DEFAULT             PASSWORD_LIFE_TIME        UNLIMITED  

DEFAULT             PASSWORD_LOCK_TIME        1  

DEFAULT             PASSWORD_REUSE_MAX        UNLIMITED  

DEFAULT             PASSWORD_REUSE_TIME       UNLIMITED  

DEFAULT             PASSWORD_VERIFY_FUNCTION  NULL  

MONITORING_PROFILE  FAILED_LOGIN_ATTEMPTS     UNLIMITED  

MONITORING_PROFILE  PASSWORD_GRACE_TIME       DEFAULT  

MONITORING_PROFILE  PASSWORD_LIFE_TIME        DEFAULT  

MONITORING_PROFILE  PASSWORD_LOCK_TIME        DEFAULT  

MONITORING_PROFILE  PASSWORD_REUSE_MAX        DEFAULT  

MONITORING_PROFILE  PASSWORD_REUSE_TIME       DEFAULT  

MONITORING_PROFILE  PASSWORD_VERIFY_FUNCTION  DEFAULT 

Action Recommend  creating multiple profiles each with function appropriate limits. 
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Profiles (4:6) 

Á$ORACLE_HOME/rdbms/admin/utlpwdmg.sql 
CREATE OR REPLACE FUNCTION ora12c_verify_function  

???  

Rem 

Rem $Header: rdbms /admin/utlpwdmg.sql /main/9 2013/11/07 08:58:18 jkati  Exp $  

Rem 

Rem utlpwdmg.sql  

Rem 

Rem Copyright (c) 2006, 2013, Oracle and/or its affiliates.  

Rem All rights reserved.  

Rem 

Rem    NAME 

Rem      utlpwdmg.sql -  script for Default Password Resource Limits  

Rem 

Rem    DESCRIPTION 

Rem      This is a script for enabling the password management features  

Rem      by setting the default password resource limits.  

Rem 

Rem    NOTES 

Rem      This file contains a function for minimum checking of password  

Rem      complexity. This is more of a sample function that the customer  

Rem      can use to develop the function for actual complexity checks that the  

Rem      customer wants to make on the new password.  

Rem 

Rem    MODIFIED   (MM/DD/YY)  

Rem    jkati        10/16/13 -  bug#17543726 : remove complexity_check ,  

Rem                           string_distance , ora12c_strong_verify_function  

Rem                           since we now provide them by default with new db  

Rem                           creation  
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Profiles (5:6) 

ÁOracle 12c's Default profile 

--  This script alters the default parameters for Password Management  

--  This means that all the users on the system have Password Management  

--  enabled and set to the following values unless another profile is  

--  created with parameter values set to different value or UNLIMITED  

--  is created and assigned to the user.  

 

ALTER PROFILE DEFAULT LIMIT  

PASSWORD_LIFE_TIME 180 

PASSWORD_GRACE_TIME 7 

PASSWORD_REUSE_TIME UNLIMITED 

PASSWORD_REUSE_MAX  UNLIMITED 

FAILED_LOGIN_ATTEMPTS 10 

PASSWORD_LOCK_TIME 1 

PASSWORD_VERIFY_FUNCTION ora12c_verify_function;  


