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Unsafe Harbor

A This room is an unsafe harbor

A You can rely on the information in this presentation to help you protect your
data, your databases, your organization, and your career

A No one from Oracle has previewed this presentation

A No one from Oracle knows
what I'm going to say

A No one from Oracle has
supplied any of my materials

A Everything we will discuss is
existing, proven, functionality
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Daniel Morgan

A 6th OUGN Conference (2009, 2010, 2012, 2013, 2015)
é Oracle ACE Director Alumnus

A Oracle Educator

- Curriculum author and primary program instructor at University of Washington
€/ Consultant; Harvard University

A University Guest Lecturers
A APAC: University of Canterbury (NZ)
A EMEA: University of Oslo (Norway)
A Latin America: Universidad Cenfotec, Universidad Latina de Panama, Technologico de Costa Rica

A 1T Professional

A First computer: IBM 360/40 in 1969: Fortran IV

A Oracle Database since 1988-9 and Oracle Beta Tester

A The Morgan behind www.morganslibrary.org

A Member Oracle Data Integration Solutions Partner Advisory Council
A Vice President Twin Cities Oracle Users Group (Minneapolis-St. Paul)

A Principal Adviser: Forsythe Meta7 a Sirius Company

META7

System/370-145 system console

‘
g
p—
——r
p——
p—

D



My Websites:
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Morgan's Library

Home Mad Dog Morgan

Resources
Library

Hiowe Can 17
Presentations
Links

Book Reviews
Downloads
Uger Groups
Blog

Hurmor

General
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Morgan's Library —

Morgan®s Library ~p—T—

International Oracle Events 2016-2017 Calendar

Mar Apr May Jun Jul Aug Sep Oct
The library is a spam-free on-line resource with code demos for DBAs and Developers.
If you would like to see new Oracle database functionality added to the library ... just email us.
Oracle Database 12cR2 is is now available in the Cloud. If you are not already working in a 12¢cR1 CDB
database ... you are late to the party and you are losing your competitive edge.

« Bl OTN APAC. Sydney, Australia - Oct 31

« Bl OTN APAC, Geld Coast, Australia - Nev 02 LS L=
« Bl OTN APAC, Beijing China - Nov 04-05 % e %

o B 0TN APAC, Shanghai China - Nov 06 g

. Sangam16, Bangalore, India - Nov 11-12
o BINYOUG, New York City - Dec 07
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Next Event: Indiana Oracle Users Group Click on the map to find an event near you

about i T —

Services
Lesigal Hotice & Terms of Use
Privacy Statement

Presentatiens Map

aboard USA-71

* Morgan's Bleg € Would you like to become an Oracle ACE? @&
® Morgan's Oracle Podcast

US Govt. Mil. 5TIGs {Security Checklists)
Bryn Liewellyn's PLISQL White Paper
Bryn Llewellyn's Editioning White Paper
Explain Plan White Paper

Learn more about becoming an ACE

® ACE Directory
ACE Google Map
ACE Program
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® Stanley’s Blog
A | orRACLE S
ACE Director ") MEDECINS SANS FRONTIERES
DOCTORS WITHOUT BORDERS
Thiz =ite iz maintained by Dan Morgan. Last Updated: 11082006 222514 Thiz zite is protected by copyright and tracemark ke under U S, and International lawe, & 1998-2016 Daniel A Morgan AL Righiz Rezerved
3 A » are witter ace ‘_:_-_ ary ontact Us fvacy Statemen agal Notices arms of Use
£ o [ Oracle Mi sk Tt Facebook Libr Contact U P Stat t Legal Notices & T f U

www.morganslibrary.org
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Meta7 In Forbes Magazine

META7

ForbesBrandVoice® what is this?

JAN 15, 2018 @ o05:00 AM 20,020 &

3 Essential DBA Career Priorities For 2018

C000DO®

P OracleVoice

FULL BIO

g' Jeff Erickson, Oracle

Many database administrators (DBAs) will go into 2018 wondering if “self-
driving” databases will weaken their career prospects. More likely, 2018 will be
a year that database technology leaps forward and these valuable data experts
take on other, more important responsibilities.

“History is repeating itself,” says longtime DBA Dan Morgan, founder of
Morgan’s Library and principal adviser at tech firm Meta7. Morgan has seen
the DBA role evolve amid a long series of technical advances in storage,
management, and performance. And each advance asked DBAs to adjust the
way they work.

\\\\\\\’

»



Travel Log: 2010 - Norway
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Travel Log: 2010 - Norway
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Why Am | Focusing On Oracle Database Security Today?

Because OEM's, like Oracle, talk about their products about not security
Because most organizations spend/waste their money on perimeter defense
Because no one teaches operational security to Application Developers

Because no one teaches operational security to
A Application Admins
Network Admins
Storage Admins
System Admins
DBAS
IT Management

A Because most of what is implemented
can be by-passed within minutes

A ... which is obvious given the number
of systems broken into every day
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Security Training

A Let's have a show of hands
A Has your current employer provided you with a class on securing an Oracle Database?
A Has your current employer paid for you to take formal security classes?

A Does your current employer have a document that states security criteria that must be
followed for your organization's Oracle databases?

A Is it followed?

A Has any employer in your entire career provided you with training or a formally published
security document specific to Oracle databases?

A Is the total extent of your personal on-the-job security training someone telling you not to
open emails from Nigerian royalty offering you millions of dollars?

A Has anyone here heard of any resource on the planet where their employer
could send them to receive training on how to secure an Oracle Database?
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The 99:01 Rule

A Forget the 80:20 rule
A 99% of the efforts of the organizations we work for focus on passing audits

A 99% of the money spent on security focuses on
A Compliance with government and industry regulations
A Meeting contractually agreed-to terms
A Auditing which is NOT security and is essentially irrelevant to security

L Office of the
B58,  Privacy Commissionar
i of Canada

A Everyone in this room can name dozens of organizations broken into recently

Office of Personnel Management
Deep Root Analytics SWIFT Intercontinental Hotels

A Every one of them ... EVERY ONE ... passed their audits
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