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Unsafe Harbor

ÁThis room is an unsafe harbor

ÁYou can rely on the information in this presentation to help you protect your 
data, your databases, your organization, and your career

ÁNo one from Oracle has previewed this presentation

ÁNo one from Oracle knows 

what I'm going to say

ÁNo one from Oracle has 

supplied any of my materials

ÁEverything we will discuss is 

existing, proven, functionality



Introduction
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Daniel Morgan

Á6th OUGN Conference (2009, 2010, 2012, 2013, 2015)

ÁOracle ACE Director Alumnus

ÁOracle Educator

Á Curriculum author and primary program instructor at University of Washington

Á Consultant: Harvard University

Á University Guest Lecturers

ÁAPAC: University of Canterbury (NZ)

ÁEMEA: University of Oslo (Norway)

ÁLatin America: Universidad Cenfotec, Universidad Latina de Panama, Technologico de Costa Rica

Á IT Professional
Á First computer: IBM 360/40 in 1969: Fortran IV

Á Oracle Database since 1988-9 and Oracle Beta Tester

Á The Morgan behind www.morganslibrary.org

Á Member Oracle Data Integration Solutions Partner Advisory Council

Á Vice President Twin Cities Oracle Users Group (Minneapolis-St. Paul)

ÁPrincipal Adviser: Forsythe Meta7 a Sirius Company
System/370-145 system console
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My Websites: Morgan's Library

www.morganslibrary.org
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Meta7 In Forbes Magazine
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Travel Log: 2010 - Norway
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Travel Log: 2010 - Norway



Introduction to Security
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Why Am I Focusing On Oracle Database Security Today?

ÁBecause OEM's, like Oracle, talk about their products about not security

ÁBecause most organizations spend/waste their money on perimeter defense

ÁBecause no one teaches operational security to Application Developers

ÁBecause no one teaches operational security to

Á Application Admins

Á Network Admins

Á Storage Admins

Á System Admins

Á DBAs

Á IT Management

ÁBecause most of what is implemented
can be by-passed within minutes

Á ... which is obvious given the number 
of systems broken into every day
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Security Training

ÁLet's have a show of hands

Á Has your current employer provided you with a class on securing an Oracle Database?

Á Has your current employer paid for you to take formal security classes?

Á Does your current employer have a document that states security criteria that must be 
followed for your organization's Oracle databases?

Á Is it followed?

Á Has any employer in your entire career provided you with training or a formally published 
security document specific to Oracle databases?

Á Is the total extent of your personal on-the-job security training someone telling you not to 
open emails from Nigerian royalty offering you millions of dollars?

ÁHas anyone here heard of any resource on the planet where their employer 
could send them to receive training on how to secure an Oracle Database?
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The 99:01 Rule

ÁForget the 80:20 rule

Á99% of the efforts of the organizations we work for focus on passing audits

Á99% of the money spent on security focuses on

Á Compliance with government and industry regulations

Á Meeting contractually agreed-to terms

Á Auditing which is NOT security and is essentially irrelevant to security

ÁEveryone in this room can name dozens of organizations broken into recently

ÁEvery one of them ... EVERY ONE ... passed their audits

ExperianEquifax

Sony

Office of Personnel Management Uber Yahoo

Deep Root AnalyticsVerizon Intercontinental HotelsSWIFT


