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January 2014 Meeting

100 Degrees of Separation



� 09:00 - Introductions
� 09:15 - ODA: Oracle Database Appliance
� 10:30 - Break
� 10:45 - OVM: Oracle Virtual Machine
� 11:30 - Engineered Systems
� 11:45 - The Oracle Cloud
� 12:00 - Lunch

Syllabus

Daniel A. Morgan |   damorgan12c@gmail.com   |   ww w.morganslibrary.org

One Hundred Degrees of Separation Presented: Ottawa Oracle Users Group - 29 January, 2 014

� 12:00 - Lunch
� 12:30 - Virtual Networking
� 13:15 - Break
� 13:30 - Database 12c
� 14:45 - Wrap up



Daniel A. Morgan

� Oracle ACE Director
� Consultant to Harvard University
� University of Washington Oracle Instructor, ret.
� The Morgan of Morgan’s Library on the web
� Board Member: Western Washington OUG
� Upcoming Presentations

� Utah OUG
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� Utah OUG
� Calgary OUG
� OUG Norway
� Azerbaijan OUG
� OUG Finland



� Mandatory Disclaimer
� ODA: Oracle Database Appliance
� OVM: Oracle Virtual Machine
� Engineered Systems
� The Oracle Cloud
� Lunch
� Virtual Networking

Syllabus
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� Virtual Networking
� Database 12c
� Conclusion



� This room is an unsafe harbour
� I am not subject to any NDA
� No one from Oracle has previewed this presentation
� No one from Oracle knows what I'm going to say
� No one from Oracle has supplied any of my materials
� This discussions is about released product, currently 

available, that works extremely well

Disclaimer *
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available, that works extremely well
� What I am going to emphasize today are those things 

you need to know to move your career and your 
organization forward

� You may rely upon this presentation to make 
decisions for yourself and your enterprise

� Oracle Corp. is not responsible for anything I say

* This disclaimer has not been approved by Oracle Legal



Syllabus

� Mandatory Disclaimer
� ODA: Oracle Database Appliance
� OVM: Oracle Virtual Machine
� Engineered Systems
� The Oracle Cloud
� Lunch
� Virtual Networking
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� Virtual Networking
� Database 12c
� Conclusion



Discussion
I'm supposed to talk about the ODA

(Oracle Database Appliance)
but let's talk about something
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but let's talk about something
equally important first



� Manage databases
� deploy them
� patch them
� upgrade them
� secure them
� performance tune them
� troubleshoot them

� Confronted by any Oracle database we can always 

What DBAs Do
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� Confronted by any Oracle database we can always 
find something about it that can be improved. 
Especially if someone else was managing it before us

� Would anyone in this room want to have their 
databases graded by Jonathan Lewis, Alex 
Gorbachev, Tanel Poder?
� I wouldn't!



� The environment: RAC Cluster built with Sun M9000s
� At a major telecom where the network expertise is as 

good as it gets
� Application used to monitor network stability and real-

time optimize call routing and performance
� Existing cluster interconnect is 10gEth, non-routable, 

jumbo frames, with dedicated Cisco 5010 switches

The Great Switch Fiasco
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jumbo frames, with dedicated Cisco 5010 switches
� New cluster interconnect is 10gEth, non-routable, 

jumbo frames, with dedicated Cisco 7010 switches
� What could possibly go wrong?
� And how much sleep would be lost in triage and 

implementing the fix?



If ODAs had been installed

� Packet would not have been rejected
� No outage would have been required
� An SLA violation would not have occurred
� The customer would have been happy
� DBAs would have gotten to to go home and sleep
� Many people: ops management, system admins, 

network admins, project mangers, outage managers, 
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network admins, project mangers, outage managers, 
Network Operations Center personnel, would not 
have spent countless hours on an outage bridge 
listening to support engineers from three different 
companies point fingers or ask for just one more 
system state dump



Static Puzzle Pieces

Manufacturer & Version

Drivers

Patch Level

Character Set

Other Apps: Antivirus, Email, TripWire, Netbackup

O/S
32bit / 64 bit

Manufacturer & Model

Sockets, cores, threads

RAM

Internal Drives

HBA / NIC Cards

Kernel Configuration

Server

Onboard Drivers
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Does this look familiar?Animated Puzzle Pieces
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It's hard to get your arms around a barrel of squid
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The Solution
make different, and better, decisions
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� Literally: An appliance
� Though in 2010 we had to pay extra for the power cords

� First announced Sept 2011
� Latest generation is X4

� Two node RAC cluster
� 2 x Intel Xeon E5-2697 v2 12-core processors per node
� 24 cores per node

What is an ODA?
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� 24 cores per node
� 256 GB memory per node
� 18TB double or triple mirrored ASM
� 4 x 200GB SSD for redo logs
� Redundant 10gEth internal interconnect

� Oracle Enterprise Linux 5.9



� Start with 18TB
� Double or triple mirrored ASM

� Optionally add an additional
� 18TB for a total of 36TB with an expansion shelf
� Includes four additional 200GB SSDs

� Pay-as-you-grow
� Storage

Storage Expansion
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� Storage
� CPU
� Enterprise Edition, RAC, and other licenses too



� Database
� Enterprise Edition 11gR2

� HA
� RAC
� One Node: for "active-active"
� Server failover: for "active-passive"

Licensing Options
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ODA Front
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ODA Back

Daniel A. Morgan |   damorgan12c@gmail.com   |   ww w.morganslibrary.org

One Hundred Degrees of Separation Presented: Ottawa Oracle Users Group - 29 January, 2 014



ODA Back

Now moved to the front
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Discussion
Why an ODA?
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� Minimize complexity from rack-and-stack to full 
deployment

� Fast installation and configuration
� Ease of maintenance and patching
� Faster database performance than hardware not 

engineered for the Oracle database
� Stable

Why an ODA?

Daniel A. Morgan |   damorgan12c@gmail.com   |   ww w.morganslibrary.org

One Hundred Degrees of Separation Presented: Ottawa Oracle Users Group - 29 January, 2 014

� Stable

... but the best reasons to deploy ODAs:

Freedom from System Admin tyranny!
Freedom from Network Admin indifference!
Freedom from the Storage Admin gulag!



But ODA's are not perfect
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Oracle didn't make them childproof

Daniel A. Morgan |   damorgan12c@gmail.com   |   ww w.morganslibrary.org

One Hundred Degrees of Separation Presented: Ottawa Oracle Users Group - 29 January, 2 014



Discussion
Installation
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� BC Hydro

Real World Deployments
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Step 1: Power On
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Step 2: Wait for OK Lights
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Step 3: Log In as root
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Step 4: A little Linux Configuration
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Step 5: Perform ILOM Configuration
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Step 6: A Little Network Config
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Install Screens: 1
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Install Screens: 2
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Install Screens: 3
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Install Screens: 4
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Install Screens: 5
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Install Screens: 6
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Install Screens: 7
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Install Screens: 8
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Install Screens: 9
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Install Screens: 10
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Install Screens: 11
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Value Adds
The ILOM
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System Information: System Information Overview
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System Information: System Information Overview
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System Information: Component Management
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System Information: Fault Management
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System Information: Identification Information
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Remote Control: Host Control: Remote Console
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ILOM Warning Message
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� RAC
� Data Guard
� RMAN
� Replication

� GoldenGate
� Streams

� OEM Cloud Control 12c

More Value Adds: High Availability
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� OEM Cloud Control 12c
� Diagnostic Pack
� Tuning Pack
� Data Masking Pack

� One-Button Solutions



Support Center

Daniel A. Morgan |   damorgan12c@gmail.com   |   ww w.morganslibrary.org

One Hundred Degrees of Separation Presented: Ottawa Oracle Users Group - 29 January, 2 014



STIG Download
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� STIG Script Syntax
� The script logs its actions in the 

"/opt/oracle/oak/log//hostname/stig/" directory
� -check checks the system for guideline violations
� -force re-runs the script even if there are no violations
� -fix used to implement guideline recommendations

� lock and unlock options can be used to enable or disable 
direct ssh logging as root. Direct ssh login as root is required 

STIG Script
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direct ssh logging as root. Direct ssh login as root is required 
for Patching and therefore before patching, the unlock needs 
to be executed.

Sample usage
#./stig.sh -fix



STIG Script Output: Category 1
2012-06-28 01:18:12 : Running stig script version: ' 1.0'
2012-06-28 01:18:12 : Executing script : ./stig.sh -check
2012-06-28 01:18:12 : Checking for stig violations o n system 'orclsys1'

2012-06-28 01:18:12 : List of Category-1 stig violat ion found by script
2012-06-28 01:18:12 : [STIG ID : LNX00140]    : [CH ECK] : Password for grub not enabled                                       : FOUND
2012-06-28 01:18:12 : [STIG ID : GEN004640]   : [CH ECK] : sendmail decode command is not commented in / etc/aliases            : FOUND
2012-06-28 01:18:12 : [STIG ID : LNX00320]    : [CH ECK] : Privilege account 'shutdown' is present                             : FOUND
2012-06-28 01:18:12 : [STIG ID : LNX00320]    : [CH ECK] : Privilege account 'halt' is present                                 : FOUND
2012-06-28 01:18:12 : [STIG ID : LNX00580]    : [CH ECK] : Ctrl-Alt-Del combination to shutdown system is enabled              : FOUND
2012-06-28 01:18:13 : [STIG ID : 2006-T-0013] : [CH ECK] : RealVNC rpm is installed on system                                  : FOUND
2012-06-28 01:18:13 : [STIG ID : LNX00040]    : [CH ECK] : Support for usb device found in kernel                              : FOUND

2012-06-28 01:18:13 : List of Category-2 stig violat ion found by script
2012-06-28 01:18:13 : [STIG ID : GEN000020] : [CHEC K] : Single user mode boot is enabled without a pas sword                   : FOUND
2012-06-28 01:18:13 : [STIG ID : GEN000340] : [CHEC K] : Non privileged account oprofile found on system                        : FOUND
2012-06-28 01:18:13 : [STIG ID : GEN000340] : [CHEC K] : Non privileged account avahi-autoipd found on s ystem                  : FOUND
2012-06-28 01:18:13 : [STIG ID : GEN000460] : [CHEC K] : pam_tally not used to lock account after 3 cons ecutive failed logins  : FOUND
2012-06-28 01:18:13 : [STIG ID : GEN000800] : [CHEC K] : remember not used in PAM configuration files                          : FOUND
2012-06-28 01:18:13 : [STIG ID : GEN000600] : [CHEC K] : Force of at least one lower case character is not set for password    : FOUND
2012-06-28 01:18:13 : [STIG ID : GEN000600] : [CHEC K] : Force of at least one upper case character is not set for password    : FOUND
2012-06-28 01:18:13 : [STIG ID : GEN000620] : [CHEC K] : Force of at least one numeric character is not  set for password       : FOUND
2012 - 06- 28 01:18:13 : [STIG ID : GEN000640] : [CHECK] : For ce of at least one special character is not set for  password       : FOUND

Daniel A. Morgan |   damorgan12c@gmail.com   |   ww w.morganslibrary.org

One Hundred Degrees of Separation Presented: Ottawa Oracle Users Group - 29 January, 2 014

2012 - 06- 28 01:18:13 : [STIG ID : GEN000640] : [CHECK] : For ce of at least one special character is not set for  password       : FOUND
2012-06-28 01:18:13 : [STIG ID : GEN000480] : [CHEC K] : Login delay is not enabled in /etc/pam.d/syste m-auth                  : FOUND
2012-06-28 01:18:13 : [STIG ID : GEN000700] : [CHEC K] : Maximum age for a password change is more than  60 days                : FOUND
2012-06-28 01:18:13 : [STIG ID : GEN000540] : [CHEC K] : Password can be changed more than once in 24 h ours                    : FOUND
2012-06-28 01:18:13 : [STIG ID : GEN000580] : [CHEC K] : Password length is less than 8 characters                             : FOUND
2012-06-28 01:18:13 : [STIG ID : GEN001120] : [CHEC K] : Direct login as root is enabled from ssh : FOUND 
2012-06-28 01:18:13 : [STIG ID : GEN002100] : [CHEC K] : ekshell supported by the pam.rhost : FOUND
2012-06-28 01:18:13 : [STIG ID : GEN002960] : [CHEC K] : Access to cron is not through cron.allow and cro n.deny : FOUND
2012-06-28 01:18:13 : [STIG ID : GEN003080] : [CHEC K] : Permission of file /etc/crontab is more permiss ive than octal 600     : FOUND
2012-06-28 01:18:13 : [STIG ID : GEN003200] : [CHEC K] : Permission of file /etc/cron.deny is more permi ssive than octal 600   : FOUND
2012-06-28 01:18:13 : [STIG ID : GEN005400] : [CHEC K] : Permission of file /etc/syslog.conf is more per missive than octal 640 : FOUND
2012-06-28 01:18:13 : [STIG ID : GEN000920] : [CHEC K] : Permission of directory /root is more permissi ve than octal 700       : FOUND
2012-06-28 01:18:13 : [STIG ID : GEN003865] : [CHEC K] : tcpdump rpm is installed on system                                    : FOUND
2012-06-28 01:18:13 : [STIG ID : GEN004000] : [CHEC K] : Permission of file /bin/traceroute is more perm issive than octal 700  : FOUND
2012-06-28 01:18:13 : [STIG ID : LNX00340]  : [CHEC K] : Unnecessary account ftp found on system                               : FOUND

2012-06-28 01:18:35 : List of Category-3 stig violat ion found by script
2012-06-28 01:18:35 : [STIG ID : GEN004560] : [CHEC K] : sendmail version is not hidden.                                       : FOUND



� Small to medium sized operation
� Stand-alone or inside a much larger enterprise

� Desire ease of an appliance for
� Installation
� Configuration
� Patching
� Maintenance

When is an ODA the right answer?
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� Lower operating cost

� High availability
� Admin team too busy with other responsibilities to 

manage the complexity of RAC



Discussion
ZFS Storage Appliance
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� NFS Mount to ODA or anything else
� 10X – 50X compression with Hybrid Columnar 

Compression
� Optimized storage hierarchy with Hybrid Storage Pools 

containing DRAM, flash cache, and disk drives
� Secure data sharing
� Eliminates the SAN lost write issue

What is a ZFS Storage Appliance?
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� Eliminates the SAN lost write issue



ZFS Management Console
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Other Activities

ODA X4-2 Webex Demo Jan 30 @ 2:00pm ET

ODA X4-2 delivers high-availability database services for a wide range of homegrown and packaged online transaction 
processing (OLTP) and data warehousing applications. ODA X4-2 saves up to 2000 hours of labor over a three year 
period Capacity On-Demand software licensing allows you to quickly scale from 2 processor cores to 48 processor cores 
Businesses can consolidate OLTP and data warehousing databases up to 18 terabytes in size Virtualization support 
enables customers to quickly deploy complete, highly available solution appliances to remote branch office locations.

Presenter's Biography:
Perley Mears has been with Sun/Oracle for over 15 years, helping customers architect solutions. He has focused on the 
Oracle Database Appliance since it was released, presenting at workshops and Virtual Classrooms, assisting with 
customer installations, and training Oracle employees and customers on the Oracle Database Appliance.
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https://oraclemeetings.webex.com/oraclemeetings/j.p hp?ED=202518768&amp;RG=1&amp;UID=1472428753&amp;RT= MiMxMQ%3D%3D



Other Activities
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ERROR at line 1:
ORA-00028: your session has been killed

Questions
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Syllabus

� Mandatory Disclaimer
� ODA: Oracle Database Appliance
� OVM: Oracle Virtual Machine
� Engineered Systems
� The Oracle Cloud
� Lunch
� Virtual Networking
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� Virtual Networking
� Database 12c
� Conclusion



� There are a lot of VMs on the market
� VMWare
� OpenStack
� IBM LPar (Logical Partitions)

� AIX - P Series
� zLinux - Z Series

� Sun Containers (aka Zones)
� OVM ... the Oracle Virtual Machine

Virtual Machines
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� OVM ... the Oracle Virtual Machine

� Most are generic and work well for app and web 
servers or for standing up development environments

� Most are totally unsuitable for enterprise-scale 
databases

� Support matters



� Shervin Sheidaei
Senior Database Architect
408 Churchill Av
Ottawa, Ontario

OVM
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OVM
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OVM
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OVM
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ERROR at line 1:
ORA-00028: your session has been killed

Questions
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� Mandatory Disclaimer
� ODA: Oracle Database Appliance
� OVM: Oracle Virtual Machine
� Engineered Systems
� The Oracle Cloud
� Lunch
� Virtual Networking

Agenda
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� Virtual Networking
� Database 12c
� Conclusion



� Is there anyone, anywhere, that doesn't know what 
an Exadata is and what it could do for them if they 
had one?

� So let's focus about the X4 improvements

Exadata
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� WebLogic Application Server
� 50% more cpu per node with Sun X4 servers

� Each running 12 core Intel Xeon Processor E5-2697 v2

� Extreme computing density with up to 720 processor 
cores, 7.5 TB of memory and 24 TB of Flash memory 
in a single rack

� 33% more storage capacity

Exalogic Elastic Cloud
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� 33% more storage capacity
� The ability to consolidate diverse deployment 

architectures on a single rack, including bare metal, 
template-driven virtualization and an infrastructure as 
a service (IaaS)

� But what really matters is that when it comes to 
support and integration ... you have one throat to 
choke



� In memory analytics for analysis, modeling, and 
planning

� Support for Business Intelligence workloads
� Exalytics X3-4

� 2 TB of RAM
� 2.4 TB of PCle Flash
� 5.4 TB of raw disk

Exalytics
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� 5.4 TB of raw disk
� 40 CPU cores

� T3-8
� 4TB of RAM
� x3.2 TB of PCle Flash
� 7.2 TB of raw disk
� 128 cores



Ambulance Victoria

Daniel A. Morgan |   damorgan12c@gmail.com   |   ww w.morganslibrary.org

One Hundred Degrees of Separation Presented: Ottawa Oracle Users Group - 29 January, 2 014



� Includes Oracle Virtual Assembly Builder and support 
for Oracle templates so customers can rapidly deploy 
complex Oracle software stacks that have been pre-
tested and factory integrated

� Out-of-the-box support for thousands of Oracle and 
third-party applications

� Simplified appliance management coupled with 

Oracle Virtual Compute Appliance (OVCA)
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� Simplified appliance management coupled with 
Oracle Enterprise Manager complete cloud control for 
full stack management

� Supports Oracle ZFS storage system and a wide 
range of 3rd party storage

� Supports Oracle Trusted Partitions, giving customers 
the flexibility to license Oracle software on a vCPU
(virtual CPU) basis
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The Oracle Cloud: Platform as a Service

Application 1 Application 2 Application 3

Application Grid: WebLogic Server, Coherence, Tuxed o, JRockit

Shared Services

Integration:
SOA Suite

Security:
Identity Mgmt

Process Mgmt:
BPM Suite

User Interaction:
WebCenter

Platform as a Service

Cloud Management

Lifecycle
Management

Oracle Enterprise Manager

Daniel A. Morgan |   damorgan12c@gmail.com   |   ww w.morganslibrary.org

One Hundred Degrees of Separation Presented: Ottawa Oracle Users Group - 29 January, 2 014

Virtualization: Oracle VM

Operating Systems: Oracle Enterprise Linux

Servers

Storage

Database Grid: Oracle Database, RAC, ASM, Partition ing,
IMDB Cache, Active Data Guard, Database Security

Infrastructure as a Service

Application
Quality

Management

Application
Performance
Management

Configuration &
Compliance



The Oracle Cloud: Software as a Service

CRM

� Wide range of applications
� Integration
� Enterprise quality
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Life Sciences: Drug Safety

Collaboration



ERROR at line 1:
ORA-00028: your session has been killed
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� Network stability is critical to Oracle DBAs
� If you have network issues you can waste staggering 

amounts of time proving the issue ISN'T the database
� I have worked for the last 10 months with Cisco UCS

� ~10 databases stand-alone 11gR2
� ~75 RAC Active-Active and Clusterware Active-Passive 

Failover

But first ...
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� What is the value of failover?
� What is the value of functional network diagnostics?
� Let's set realistically expectations for blade servers



ERROR at line 1:
ORA-00028: your session has been killed
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Daniel A. Morgan |   damorgan12c@gmail.com   |   ww w.morganslibrary.org

One Hundred Degrees of Separation Presented: Ottawa Oracle Users Group - 29 January, 2 014



Slide Two of Three

Dev 1 Dev 2
TestSeed

CDB
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Listener

Dev 1
PDB

Dev 2
PDB

Test
PDB

Seed
PDB$SEED

Staging
PDB

Prod
PDB



Slide Three of Three

� Oracle has changed fundamental constructs 
untouched since version 6.0

� What you need to pay attention to
� Container Database (CDB)
� Root Database (RDB)
� Pluggable Database (PDB)
� The DBA role ... I been warning people to stop using it?
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� As things stand today you must learn the SYS_CONTEXT 
function ... you are going to need it to survive

� Take nothing for granted in a CDB
� Throw away tools not certified to 12c
� If you are a DBA with 20+ years experience 

... you MUST read the docs: Not doing so is not an option 

... unless you want a career change



The balance of this presentation will be unscripted
and will not be available in any published form

until after the product is released.
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Now Let's Talk About What I Couldn't Talk About

� Basics
� Column Size Expansion in the Data Dictionary
� RMAN Single Table Recovery
� Online Drop Constraint
� ALTER DATABASE Move Datafile
� ALTER DATABASE Control File Management
� ALTER DATABASE Switchover and Failover Clauses
� ALTER INDEX COALESCE includes CLEANUP syntax
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� ALTER INDEX COALESCE includes CLEANUP syntax
� Temporal Validity Clause



What's New

� SQL
� MATCH_RECOGNIZE function for Map Reduce
� Model Clause extended with new NEXT and PREV functions
� USING TRUST CONSTRAINTS clause for materialized 

views and partitions

� Tables
� 32K VARCHAR2 columns
� More PL/SQL data types can cross the SQL-PL/SQL barrier
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� More PL/SQL data types can cross the SQL-PL/SQL barrier
� ON NULL clause for CREATE and ALTER TABLE
� VISIBLE | INVISIBLE clause for CREATE TABLE
� CASCADE clause for async. partition index maintenance



What's New

� Sequences
� Identity Columns where sequences are created implicitly and 

bound to a table column
� KEEP and UNKEEP affecting NEXTVAL during replays
� Session and Global syntax for CREATE and ALTER 

sequences

� Security
� Unified key management interface for Transparent Data 
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� Unified key management interface for Transparent Data 
Encryption with ADMINISTER KEY MANAGEMENT

� Unified Auditing by Policy *
� New Database Super Users
� New Database Roles
� New System Privs



What's New

� PL/SQL
� New ACCESSIBLE BY clause
� New FETCH FIRST clause
� New Predefined Inquiry Directives
� Invoker Rights functions can be result cached
� Roles can be granted to PL/SQL packages and objects
� Update triggers for LOB columns
� Updates enhancing Edition Based Redefinition
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� Updates enhancing Edition Based Redefinition
� PL/SQL function that run in SQL



What's New

� Built-In Packages
� DBMS_AUTO_REPORT (AWR Reports)

� DBMS_CREDENTIAL (external proc security)

� DBMS_HEAT_MAP (storage heat maps)

� DBMS_ILM (Integrated Lifecycle Management)

� DBMS_ILM_ADMIN (Integrated Lifecycle Management)

� DBMS_PART (partition management )

� DBMS_PDB 
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� DBMS_PDB (multitenant support)

� DBMS_PRIVILEGE_CAPTURE (privilege analysis)

� DBMS_QOPATCH (API for OPatch information)

� DBMS_REDACT (data masking)

� DBMS_ROLLING (support for rolling upgrades)

� DBMS_SQL_MONITOR
� DBMS_SQL_TRANSLATOR (PL/SQL - TSQL translation)

� DBMS_TSDP_MANAGE & PROTECT (transparent sensitive data protection)



What's New

� Transaction Guard
� A generic tool for applications to use for at-most-once 

execution in case of planned and unplanned outages and 
repeated submissions

� New "logical transaction ID" (LTXID) to determine the 
outcome of the last transaction open in a database session 
following an outage

� Prevents retry operations from causing logical corruption by 
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committing duplicate transactions
� For  more information read the docs and look at the newly 

documented DBMS_APP_CONT built-in package
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Thank you

Thank you for taking the
time to join us today

if you are not actively involved in the OOUG
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if you are not actively involved in the OOUG
today is a perfect day to join
and support your community


